Abstract: Cloud computing is the distributed and centralised network with the collection of systems providing the resources based on pay-per-use. Security is the major issue in the cloud. Protecting the users' data is a critical task in cloud. Traditional cryptographic symmetric algorithms are suitable for storing data in a more secured way. Asymmetric algorithms are preferred for encrypting the keys rather than the data because of its less speed. The technique for generating or selecting the key plays a vital role in securing the data. Genetic algorithm is a powerful tool for solving the most of the optimisation problems. The proposed genetic algorithm is used for generating the best key which satisfies the specified fitness function. The optimal key generated from the proposed genetic algorithm is encrypted with asymmetric addition chaining cryptographic algorithm (ACCA) to make the key strong. This strengthened key can be used for encrypting data.
Introduction
The invention of various types of computing like distributed computing, grid computing, ubiquitous computing, etc., in the last decade paves the way for a discovery of another new type of computing called cloud computing. The deployment of resources based on pay-on-demand technique attracts more users of IT companies towards it. Now-a-days, even a non-computer user is making use of the provisions offered by cloud. This new technology brings out many advantages like cost efficiency, increased storage capacity, backup and recovery, continuous resource availability and location independence (Fera et al., 2015) . In midst of this high utilisation of resources from most of the cloud service providers (CSPs), cloud customers are still facing many challenging issues. Security is one among them. Cloud customers who want to store their bulk of sensitive data in the public cloud for a period of time are very much affected by this issue. Protecting the data from unauthorised access and disclosure is a major concern. The conventional symmetric and asymmetric cryptography algorithms are mostly used for security purpose. Since security is a major issue in cloud, these conventional algorithms can still be used for protecting sensitive data in cloud. For data that are stored on the cloud (i.e., storage as a service) are referred to infrastructure as a service (IaaS) , not the data associated with an application running in the cloud on platform as a service (PaaS) or software as a service (SaaS) .
Confidentiality of data stored in a public cloud is more concerned with how data are actually protected. When the customers' data are moved to the cloud environment, the major concern is on the selection of encryption algorithms and key strength. These criteria are actually depending on which CSP, the customer is using. Since the encryption algorithms are mostly chosen by the CSPs, the customers can protect their data by concentrating on key selection or key generation (Mather et al., 2009 ). Symmetric key algorithms also known as private key algorithms are the best suited for storing the large volume of data in cloud. Because of their speed and computational efficiency, most of the cryptographers or CSPs use various symmetric key algorithms like AES, DES and Blowfish.
Choosing the key or generating a key plays an important role for encryption process. The number of keys and their size decide the strength of the security process in midst of selection of encryption algorithms. Public key or asymmetric key algorithms can be deployed for encrypting the key which is chosen or generated by any technique.
Thus, key generation is an essential task for encrypting the data before storing into the cloud. This paper tries to generate the key using genetic algorithm (GA) for strengthening the key for data encryption.
Related work
2.1 Encryption and decryption using GA Dutta et al. (2014) used the concept of GA with pseudo random function for encrypting and decrypting the data stream. The encryption process is applied on a binary file. It can also be applied for any type of text as well as multimedia data. In this algorithm five different keys are used: one is for dividing the plane text into blocks. Second and third keys are used for generating pseudo random sequence for crossover operation. The next key is meant for modulating the sequence (Range 16-255) and the last one is for mutation operation. Sindhuja and Pramela (2014) proposed a GA-based symmetric key cryptosystem for encryption and decryption. The plain text and the user input (key) is converted into text matrix and key matrix respectively. An additive matrix is generated by adding the text matrix and key matrix. The intermediate cipher is produced by applying the linear substitution function. The GA operations, crossover and mutation are applied on the intermediate cipher which results on final cipher text. The proposed algorithm does the substitution followed by genetic crossover and mutation.
Encryption and code breaking of image is done using the concept of GA by Kumari and Goyal (2016) . Prevention of information from theft and damage using the genetic operators like crossover and mutation are implemented to produce new encryption method. This new approach of encrypting image using the algorithm shows the relationship between the original and encrypted image. There is no significant difference in the characteristic feature of both encrypted and decrypted image.
Key generation using GA
To make the key strong and almost unpredictable, Jawaid and Jamal (2014) delivered a method based on the theory of natural selection. This method finds the best fit element in the environment which uses GA to accomplish the above task. The innovative method of key generation is also demonstrated with its implementation. To achieve even more high standards of security, data encryption standard (DES) cipher program has been used for verification and validation. Naik and Naik (2014) have made an attempt to exploit the randomness involved in crossover and mutation processes for generating an asymmetric key pair for encryption and decryption of messages. The size of the secret key and the strength of the algorithm lie on the crossover points and mutation points. Along with these points the permutation factor and random byte is used in the generation of a private key. Thus the algorithm employed four crossover points, three mutation points and a single random byte and a permutation factor. Hence, the length of the key is 36 bits. The randomness together with permutation makes the algorithm robust and hard to break.
Cloud data encryption using GA
HVCEGA algorithm proposed by Pawar and Mathai (2016) provides more security by multi-layer encryption and reduces computation complexity using GA. A secure cloud data encryption technology which encrypts the data using hybrid algorithm [Vigenere and Caesar cipher encryption algorithm and genetic algorithm (HVCEGA)] is presented. A hybrid approach is more reliable and strong enough to provide security of data. Computation time, avalanche effect and throughput are the parameters for which performance has been compared with existing encryption approach. Hitaswi and Chandrasekaran (2017) proposed a security mechanism for improving the security of cloud data. Bio-inspired GA is used in the mechanism. This mechanism is a consolidation of GA and attribute-based encryption. The data has to be encrypted before it is stored on the cloud. Thus, the CSP is unaware of the data which is stored and there is no information leakage.
This context motivates to use GA for the generation of optimal key for encrypting the data to be stored in the cloud.
Key generation GA
The proposed algorithm KGGA is used to generate the optimal key by the technique of GA. Key generation is a crucial task in the process of encryption. The stronger the key, the more difficult to decrypt the cipher text, i.e., encrypted text. GA is a part of evolutionary algorithms specially used for optimisation problems. The flexibility nature of this heuristic search approach makes attractive for many optimisation problems. GA is used to find the best fit key for the cryptographic algorithm (Jawaid, 2014) . The three major steps involved in the process of GA makes it more easier to bring optimal solution in the given solution space. This search algorithm produces the new population from the initial population setup based on some fitness function.
The asymmetric addition chaining cryptographic algorithm (ACCA) is used to encrypt the key rather than the data. This encrypted key is considered as the key for encrypting data. The key encrypted by ACCA algorithm is sent to any one of the symmetric key algorithms like AES, DES, Blowfish, etc. Since cloud users store large volume of sensitive data, the key generated or chosen for encrypting users' data is important. Figure 1 shows the flow diagram of KGGA involved in GA of key generation.
Genetic representation of the algorithm
Chromosomes or keys of the proposed algorithm KGGA is represented as four digit integer numbers . Most of the GAs represents the chromosomes as binary numbers. It can also be an integer, a hexadecimal number, a set of character, etc. A prior setup before conducting the experiment is done. The experimental setup is given in Table 1 . 
Initial population of keys
The initial population of keys selected for the study is 10. The variant of GA called the micro GA uses a very small population (~10 individuals) in order to speed computation time (Chipperfield et al., 1996) . This population strength must satisfy the fitness function for further involvement in reproduction process.
Fitness function (f(x)) for the key
Reproduction is a process in which individual strings are copied according to their fitness function values (Goldberg, 2011) . The population of chromosomes chosen is based on whether the key is a prime or not. The fitness function of KGGA is given as follows: 
Selection of keys
The good keys which satisfy the fitness function are moved to the next generation whereas eliminating the bad ones. This selection process is mostly based on the popular roulette wheel selection (RWS) method. The good keys are copied in the place of eliminated bad keys. It goes through all generations making the selection an optimal one.
Crossover operation on the selected keys
After the chromosomes are identified, it is gone through the operation of crossover. Among the various crossover types, single point crossover (Goldberg, 2011 ) is applied in the proposed algorithm. The cross over point for making the operation is randomly chosen. Based on the point, the two chromosomes (keys) are exchanged. Now, two new chromosomes are replaced in their older positions. That is, the crossover rate is 0.5 for the population size ten.
Mutation of the digit in the key
As with crossover point, the point for mutation is also randomly selected. For this minimum population size, the mutation probability is fixed as 0.1. The specified gene in the selected chromosome is changed with a new gene (digit) for each generation. This gives another new chromosome and substituted in the old place.
New population
Both the affected and unaffected chromosomes are sent to next generation. The new population is now ready for fitness checking. Step 1 : Generate the initial population of chromosomes.
Step 2 : Perform the fitness calculation by applying the formula f(x) = ((x -1)! + 1) % x to check whether the chromosome is prime.
Step 3: The 3 operators of genetic algorithm namely selection, crossover (single point) and mutation are implemented.
i. Selection of chromosomes for the next generation is based on roulette wheel method. The fitted chromosomes are more likely to be selected.
ii. Crossover between any two selected chromosomes is done to create two offspring. The probability pc is fixed as crossover rate and applied on the randomly chosen point of the pair of chromosomes. For example, the 2 chromosomes 7637 and 7777 are crossed over and yield 2 new chromosomes 7677 and 7737.
iii. It flips one of the digits in a chromosome. The mutation rate pm is set for replacement. For example, the digit '3' in the chromosome 7737 might be muted as 7757. Mutation can occur at any position with some probability.
Step 4: The new set of chromosomes are replaced in the current population.
Step 5: Go to Step 2 till it reaches the n th (for example 100 th ) iteration.
The number of iterations terminates the above steps of GA. The KGGA process converges mostly at 100th iteration. The Pseudo code of key generation GA is shown in Figure 2 . The steps include generation of population, the three operations of GA, selection, crossover and mutations. At last, a new population is generated.
The ACCA algorithm
The ACCA algorithm is the enhanced version of RSA asymmetric key algorithm which uses the mathematical concept called addition chaining to reduce the time spent for encryption and decryption. The goal of using addition chaining concept is to minimise the number of modular multiplications and to optimise the individual modular multiplications (Schneier, 1996) . The ACCA concentrates on minimising the individual modular multiplication. Figure 3 shows the flow diagram of the ACCA algorithm. The ACCA algorithm has three main processes. The first part concentrates on key having four prime numbers. Two keys, E and D are generated for encryption and decryption processes. The multi prime concept is used to increase the complexity of the encryption part. The formula C = M E mod (N1) used to encrypt the plain text, is replaced by addition chaining method in ACCA algorithm. The same concept is also used for decryption process.
The key generated by the GA is given as input to the ACCA algorithm for encryption. This technique of generating the key strengthens the process of encryption.
Experimental results and discussions
The proposed algorithm KGGA is implemented in Java 7 Platform. The initial population is sent for RWS based on the fitness check. After the selection procedure two chromosomes are chosen in random for crossover operation. One of the chromosomes which have undergone the crossover operation is mutated. The chromosomes along with the new ones which are replaced in old are sent for fitness checking. The new population, i.e., keys are given to the next generation until the keys are converged. Table 2 shows the chromosomes selected by RWS method and gone for first generation. The keys which are generated after 1st and the 100th iteration are shown in Table 3 and Table 4 respectively. From Table 3 and Table 4 , it is very clear that after the three major steps of GA: selection, crossover, mutation, the Key 7,757 is converged after the last iteration. The key is a prime number and is the optimal one among the ten initial chromosomes. This key is always the optimal solution in the search space. The optimal key generated 7,757 by KGGA algorithm is given to the ACCA algorithm for encryption. The key size for the ACCA algorithm is 64 bits. The encrypted value of the key done by ACCA algorithm is used as key for any one of the symmetric key algorithms like AES, DES, Blowfish, etc. Since key plays a major role in encryption process especially in cloud environment, the concept of GA is used for generating the key Table 5 depicts the encrypted values of the same key 7757. This key is given as input to the ACCA algorithm, which encrypts the key 7757 with different key sizes of its own. The key ranges from 64,128 bits and 256 bits. Table 5 reveals the fact that even the key 7,757 is a 4 digit number, when it is encrypted it produces a larger number depending upon the key bits of ACCA. This encrypted key is stronger enough for encrypting a larger volume of sensitive data of the cloud consumers. Any symmetric key algorithms can use this large size of key for encryption and decryption purposes.
Conclusions and future work
The usage of KGGA produces an optimal key from the solution space. This key in turn is encrypted by ACCA algorithm which uses addition chaining concept in place of modular exponentiation of encryption and decryption processes. ACCA produces the very long encrypted key which is used for encrypting the data. This enhances the strength of the key. This paved the way for the cloud user to store their encrypted data in cloud storage in a more secure way. The results of both KGGA and ACCA imply that the key generation and security level of encryption process is enhanced. This has been tested with small key bits of ACCA. The key bit size of ACCA can still be increased to get a larger and secured encrypted key. In future, the generated key by KGGA and its encrypted value by ACCA can be used for encryption process of large volume of data.
